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Mapping Malware: A Visual Breakdown of Digital Threats

Malware comes 1in many forms; but to make sense of this complex world, I narrowed

1t down to the most widespread culprits: viruses, ransomware, trojans, spyware,
backdoors, worms, and adware.

I explored how each type behaves, spreads, and what it ultimately aims to do.

From stealing secrets to hijacking your files for ransom, each has a unique
digital fingerprint.
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Example:

ILOVEYOU

ILOVEYOU spread through email, disguised as a love letter with
the subject “ILOVEYOU.” What seemed like a sweet message turned
into a disaster. :

When users clicked the written attachment, it infected their
computer and sent the same email to everyone in their contact
list. It caused major damage by deleting files and corrupting
systems, affecting millions of computers worldwide.

LOVE-LET...
[10KB]

TYPES
OF
MALWARE

Viruses (self-replicating programs)

Worms (spread across networks)

Trojans (disguised as legitimate software)
Ransomware (encrypts files for ransom)

Spyware & Keyloggers (steal information)

Adware (intrusive ads, often bundled with software)
Backdoors (stealth access tools)

Example:

Mydoom

Mydoom was a computer worm that targeted computers running
Microsoft Windows. It was first sighted on January 26, 2004.

It became the fastest-spreading e-mail worm ever, exceeding
previous records set by the Sobig worm and ILOVEYOU, a record
which as of 2025 has yet to be surpassed.

Antivirus Software

Antivirus is your first defense against viruses. The software
stops malware executables from running on your device.

How does it work?

Antivirus works like a flu shot. It recognizes the virus and keeps
it from infecting your device.

Antivirus has to be updated routinely.

Just like flu vaccines have to be reformulated due to virus
mutations. Computer viruses are constantly being changed or
reinvented. The antivirus software stores malware definitions (ways
to recognize the malware), so you routinely need to update it.
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Worm replicates itself to spread to other computers.
Unlike viruses, worms don’t need a host program. They
spread through networks, exploiting security flaws.

what?

how?

Worms spread by sneaking through weak spots in software
or networks. Once inside a computer, they can slow.
things down, clog the internet, or even crash entire
systems. Unlike viruses, worms don’t need to stick

to other files = they move and act on their own.

what to do?

> keep software updated
> use firewalls
> avoid untrusted links
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Best Antivirus Software for PC in 2025:

v @ 9

norton Bitdefender TOTALAV
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